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THE E-RECORD IN LEGAL PROCEEDINGS: VALIDITY AND
EFFECTIVENESS

Concepcion Iglesias Garcia

Nobody is unaware of the gradual spread of Information and Communication Technologies
that allow enterprises, private individuals or the administration' to add and use new tools.
Concerning this new context, the law needs to face up this new reality with the aim of
regulating conditions and legal effects regarding the use of these new tools in the
extraprocedural or procedural development, which is the one that interests us as they can be
used as instruments or evidences along with the rest of instruments and evidences
recognized in the Spanish Civil Procedure Act’. Indeed, it has been said that the history of
law is determined by three revolutions: the writing, the printing press and the electronic

data sorting’.

However, nowadays it can be stated that we are still looking for the path to achieve a
peaceful and harmonious coexistence between the law and new technologies regarding not
only the scope of the Substantive Law but also the Procedural Law, in which we must class
the topic which concerns us, i.e. the validity and effectiveness that needs to be granted to

electronic records as evidences in court proceedings.

Nobody is unaware that evidences are the key of the legal proceeding as they are
understood as all activities carry out by involved parties to achieve the conviction of
statements made regarding the facts. However, from a procedural point of view, they also
refer to all resources that can be used by involved parties in order to convince the person
who judges. Among the resources forecast in our Civil Procedure Rules, the evidence
considered as the most important is the documentary evidence or the evidence by

documents. So, in this paper, we are going to analyze if the electronic record must be
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included in the rules regulating the documentary evidence. This has its significance not
only regarding the procedure (proposal, contribution and acceptance) but also regarding its

processing and assessment.

We are going to make reference mainly to the Act on Civil Procedure of 2000 as it lays the
foundations of the rest of acts (such as the Act on Administrative Appeals of 1998 that
refers in its article 60 to civil procedure rules), and the Digital Signature Act of 2003, as it

includes procedural rules.

Until recent years, the procedural law linked the documentary evidence with the art of
writing and with paper format because, during decades, paper was the only way to verify
evidences. However, the privileged position of paper documents to reproduce ideas and
store them is making way for other devices (see the electronic record, for example)’. Nor
the legislators nor the Judiciary can turn their back on new devices so it is necessary to
reconsider the concept of record and adapt criminal procedures concerning the regulation of
evidences®. As the Supreme Court stated in its Judicial Decision of 3.11.1997 ‘nowadays
we are witnessing the decline, in some aspects of life, even in the legal life, of the paper
civilization, the hand-written signature and the monopoly of writing regarding the
documentary reality. The record as physical object that reflects a factual reality with legal

significance cannot be identified only with paper format or with writing as meaning unit’.

Therefore, gradually with the gaps, inadequacies and defects caused due to the confusion
and ignorance of recent advances, the new devices have been adopted in order to mitigate
the dissociation between technological advances and their projection in the social
coexistence and the legal concepts that regulate’ them. The concept of record has been
extended in order to include new advances. This measure was adopted by the Act on the
Legal System applicable to Public Administrations and Common Administrative Procedure
of 1992'°, which establishes in its article 45 that ‘records issued, regardless of their format,

by electronic, computer or telematic means by Public Administrations or records issued
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with copies of originals stored through electronic, computer or telematic means, will be
valid and will have the same effect than original records if their authenticity, integrity and
preservation can be guaranteed. It must be also ensured that interested parties can gain
access to records and fulfil guarantees and requirements requested by this law or others’.
The article 26 of the Criminal Code'' also states that ‘the Criminal Code defines the record
as any material format that expresses or includes data, facts or accounts with required
standard of proof or any other legal relevance’. In this sense, please refer to the article 49,1
of the Spanish Historical Heritage Law of 1985'%. This use as evidences of any element that
can contribute to create the legal conviction of facts is allowed if legality, appropriateness

and utility requirements for all elements of proof.

The article 30 of the Organic Law on the Judiciary of 1985" states that: /. Courts are
allowed to use any technical, electronic, computer and telematic means for developing their
activities and carrying out their functions, in compliance with restrictions established by

the Organic Law 5/1992, of October 29", and other applying laws. 2. Records issued by

technical, electronic, computer and telematic means, regardless of their format, will be
valid and will have the same effect than original records if their authenticity, integrity can

be guaranteed in compliance with requirements established by procedural laws’.

The article 90 of the Work Procedure Act of 1995"° establishes that: ‘1. Involved parties
can use any evidence regulated by this Act. Records generated through mechanical
resources to reproduce words, images and sound will be valid, except if they have been
obtained, direct or indirectly, through procedures that violate fundamental rights or public

freedoms.’

However, the Civil Procedure Act of 2000'° deals with the regulation of evidences in the
article 299 and establishes as evidences the records generated through mechanical resources
to reproduce words, images and sound as well as instruments that allow store, know or

reproduce words, data, figures and mathematical operations carried for countable purposes
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or any kind of purposes required by the process. Therefore, there is no doubt that they are
evidences; nevertheless, substantivity data are not classified as evidences as the Act only
regulates records or documentary evidences related to official records (article 317 and
following) and private records (article 324 and following). Articles 382, 383 and 384 deal
with other means for reproducing words, images and sounds. They also deal with
instruments for filing, knowing and reproducing data, figures and mathematical operations

required by the process; therefore, electronic records'’ are regulated by these articles.’

This means that we completely ignore the tendency towards a wide concept of record or
towards the unification in the treatment of conventional records or records that can be
regarded as electronic or technological records that is reflected in other rules of our legal
system, but also in our case law where the judicial decision of the Supreme Court of
22.4.1998 pointed out that ‘nowadays the concept of record is defined by the case law of
this Court that considers that the legal concept must: be a record in the strict sense of the
term, i.e. a record written in a traditional way or other thing, which without being a record,
can be similar to a record, for example a floppy disk, a record produced in a computer, a
video, a film, etc., with a modern criterion of interaction of new technological realities, as
the term ‘record’ is defined in some dictionaries as anything that allows illustrating or
checking something'®’. Our doctrine'® uses mainly a strict concept of record referred to the
representation of words written in paper or other material, excluding and giving an special
treatment to those instruments that reproduce, film or record words, images and sound, as
well as instruments that allow filing, knowing or reproducing words, data, figures and
mathematical operations carried out for countable purposes or any kind of purposes

required by the process (articles 382, 383 and 384).

At the same time, some conflicts can be pointed out as the Explanatory Statement states
that the law forecasts the use of probative instruments, such as formats that nowadays are
not conventional, regarding data, figures and calculations. The Explanatory Statement

establishes that these new probative instruments need to have a similar consideration than
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documentary evidences. However, this conflict seems to be present all along its enacting
terms as the Article 812 stipulates that ‘Anyone can set up a payment procedure if the
payment of arrears, cash and short-term debts that do not exceed 30000 euro and if the
debt is proved through: 1. Documents, regardless of their form, class or kind of physical
format, signed by the debtor or with his/her fiscal stamp, imprint, mark or any other

electronic or physical sign from the debtor’.

Electronic records and their formats need to be submitted at the time of carrying out the
main allegations, although the electronic format, in contrast to paper records, is not
examined directly by involved parties and the court as it is processed in compliance with
the Article 384 of the Civil Procedure Act”. Therefore, electronic records are checked by
the court according to the measures proposed by the involved party that submit them or
according to the procedure established by the court. In this sense, involved parties know in
advance how electronic records are going to be processed and can invoke their rights before

the court.

However, this conflict also affects the way of examining and assessing the probative

instrument 2'as the Civil Procedure Act? establishes in its Article 319 that:

1. In compliance with the following requirements and articles, official records contained in
the numbers 1 to 6 of the article 317 will be evidences of the event, fact or state of things of
which they provide evidence. They will also evidence the date in which such documentation
has been generated and they will evidence the identity of notary publics and other people
that can take part in such documentation. 2. As regards administrative documents that are
not included in the numbers 5 and 5 of the article 317 although they are considered public
records by other rules, the probative force will be established in compliance with the laws
that consider them public records. If such laws do not include a specific regulation, all

events, facts or states of things stated in administrative documents will be considered true
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for the purposes of the judgement pronounced, except if other evidences distort the

certainty of records™.

As regards private records that can be used as evidences in the legal proceeding, the article
319 says that they will be valid ‘When their authenticity is not impugned by the party to
which they damage.

2. If the authenticity of a private document is impugned, it will be possible to request an

expert collating of words or to suggest any other useful and appropriate mean of evidence.

If the collating verifies the record’s authenticity, actions will be carried out in compliance
with the third section of the article 320. If the authenticity cannot be proved or evidences
have not been submitted, the court will assess it in compliance with healthy criticism

regulations.

3. If the party interested in the effectiveness of an electronic record requests or impugns its

authenticity, actions will be carried out in compliance with the article 3 of the Digital

Signature Act’.

If all this is not enough, the Digital Signature Act of 19.12. 2003** makes things even more
difficult as it includes procedural regulations™. The section 3 of the Article 326 of the Civil
Procedure Act makes reference to the Digital Signature Act and regulates the probative
value of private records. It also establishes that ‘when the party interested in the efficacy of
an electronic record requests or impugns its authenticity, actions will be carried out in

compliance with the article 3 of the Digital Signature Act’.

This Act defines in its article 3.5 the electronic record as ‘a document written in electronic
format that include data signed electronically™®. This definition has been criticized as it

does not make reference to a true concept of document because it forgets those documents
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in digital format that are not considered electronic records because they do not have digital

signature®’,

An advanced electronic signature is a digital signature that allows identifying the signatory
and detecting any subsequent change in the signed data. The advanced electronic signature
is linked to the signatory and to the data and the signatory can have exclusive control over
it. A recognized digital signature is an advanced electronic signature based on a recognized

certificate and generated through a safety device that creates signatures™.

However, the section 4 establishes that the recognized digital signature will have, with
regard to data recorded in an electronic format, the same value than the hand-written
signature with regard to data in paper format. In my opinion, this is a big error because it
puts on the same level two different realities that are completely different (for example the
hand-written signature is easier to falsify, and the digital signature is not noticeable in
contrast to hand-written signatures that can be seen and their originals can be interpreted in

different ways, etc.)®

On the other hand, the section 6 of the article 326 points out that the following can be

electronic records:

a. Official records: they are signed electronically by civil servants who are legally
authorized to bear public, legal, notarial or administrative witness. They need to act within
the scope of their competences in compliance with requirements established by relevant
rules. It only points out that records need to be signed electronically but it also makes
reference to recognized electronic signatures because, otherwise, the judicial authority will

not accept them as official records.

b. Records issued and signed electronically by civil servants or public employees during the

exercise of their civil service in compliance with specific legislation.
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c. Private records.

The value and legal effectiveness of records will depend on their nature, in compliance with

applicable legislation (article 7.3.)

The format in which they are signed electronically will be valid as evidence before court.
We believe that the electronic format can be submitted without being considered
documentary evidence because it is a kind of evidence forecast in the Article 229. a) of the
Civil Procedure Act ‘instruments that allow filing and knowing or reproducing words,

data, figures...’

If it is impugned the authenticity of the recognized electronic signature, with which data
included in the electronic record have been signed, it will be checked that the certification
service provider, which issues electronic certificates, fulfils all requirements established in
the Act regarding guarantee of services. The aim is to check the effectiveness of digital
signatures and, particularly, the preservation and integrity of information generated, as well
as the signatories’ identity. If it is impugned the authenticity of the advanced electronic
signature with which are signed data included in electronic records, it will be applied the
Article 326,2 of the Civil Procedure Act® (it will be suggested to collate the letters
although it is very difficult to collate them in electronic records) or any other useful and
appropriate evidence (expert collating that will be assessed in compliance with healthy

criticism regulations).

As we have already said the differentiated treatment that is developed in contrast to the
traditional documentary evidence is carried out in compliance with assessment rules’'.
However, electronic records are subject to healthy criticism regulations; in this sense, it is

often said that it is encouraged to carry out traditional ways of assessment™-.
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As regards procedural regulations, we could assert:

a. That the writing and paper age need to open a path towards the new technologies
age. Involved agents must contribute to the maturity of new technologies. For
example, the law needs to set up a clear and precise regulation on new technologies.
This seems to be developed regarding the substantive law; however, sometimes our
procedural regulations only make things even more confusing regarding the legal

treatment of new technologies.

b. That as an example of the previously mentioned, we can analyze the Civil
Procedure Act of 2000 that regulates value and effectiveness of official and private
records, ways and instruments to reproduce images, words and sounds, and
instruments that allow knowing and filing data and figures of importance for the

legal proceeding.

c. That our Civil Procedure Act is based on a traditional concept of documents with
own identity and independent of other evidences, such as electronic records. In this
sense, if we make a literal interpretation, electronic records are excluded as
evidences and are subject to the article 382 and following referred to instruments of
shooting, filming and other instruments that can file, know or reproduce outstanding

data for the legal proceeding.

d. That, despite of it, it is undeniable that electronic records share similar features with
traditional records: they are movable properties that have physical independence of
their author and media where they are generated. They can appear in court through

their incorporation in any certain format.

e. That, despite of it, subsequent acts such as the Act on Tax, Administrative and

Social Measures of 27 December 2001°% adds the article 7 to the Act of 28 May
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1862 on Notaries™ where it is stated that ‘Public instruments established by the
article 17 of the Act on Tax Measures will be considered as public instruments
despite of being written in electronic format with advanced electronic signature of
the notary. They can also be signed by involved parties in compliance with the Act
on the use of digital signature on the part of notaries and other complementary
rules’. The Digital Signature Act®, of 19 December 2003, regulates the
documentary evidences (article 3,8). The Act on Information Society and E-

Commerce Services™®, of July 11, 2002, also regulates documentary evidences.

That the lawmaker should have recognized the electronic record as a new kind of
record similar to standard or traditional public, private or official documents. In
contrast with the Digital Signature Act, the lawmaker has opted for classifying
electronic records with digital signature as simple formats of different types of

traditional documents.

There is no problem in using electronic records as evidences. However, if we take
into account that an electronic record can be easily generated or modified, it is
required to combine technical procedures and legal rules in order to achieve that a
business signed in paper have the same scope and effectiveness as a business signed

by electronic means.

It is obvious that behind this legal position there is a distrustful towards these
electronic instruments that are rather incomprehensible although, in some cases, can
be safer than traditional documents. It has been said that: ‘The Justice of the 21*
Century cannot be based on methods and instruments of past ages. As it is stated in
the Civil Procedure Act, it is required a ‘new civil justice characterized by its
effectiveness’ that embodies new technologies. The civil procedure is really
important as it is a reference for other areas of law and it is the ideal framework to

receive and use different kinds of technological tests which open a world full of new
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possibilities for a new legal discipline focused on evidences. Therefore, the
‘Technological Proof” is aimed at being a useful operating instrument for achieving

a more dynamic, updated and efficient procedure’””.
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